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MWHWUCTEPCTBO OBPA30BAHMS 1 HAYKU POCCUNCKOW ®ENEPALIUN

AEMNAPTAMEHT rOCYJAPCTBEHHOW MONMTUKN B COEPE
OBLLEr0 OBPA30BAHUS

NMACbMO
ot 14 mas 2018 r. N 08-1184

O HAMNPABINEHUX UH®OPMALIUU

[enaprameHT rocyfapcTaeHHolt nonuTuku B cthepe obluero obpasosaHns MuHoBpHayku Poccuu HanpasnsieT
AnAa cBefleHus pa3paboTaHHble BpemeHHol komuccueit Coseta Qdepmepauun Mo pa3BUTUIO UHOPMALMOHHOIO
obectsa MeToAMYECKME PEKOMEHAAUMM O pas3MelleHnd Ha  MH(OPMALMOHHBIX  CTEHAAX, ouLmanbHbIx
WHTEpHeT-cailTax M [ApYrux MHGOPMALMOHHBIX pecypcax  o6Lieo6pa3oBaTenbHbIX opraHusauuii - 1 OpraHos,
OCYyLLECTBIIAIOLMX YNpaBneHue B chepe 06pa3oBanus, MHMopmaL i o 6e30nacHOM NOBEAEHNN U UCTONb30BaHUU CETH
"UHTepHeT".

OupekTop OenaptameHTa
A.E.NMNETPOB

MpunoxeHve

METOOUYECKUE PEKOMEHOALINKU
O PASMELLEHUU HA UH®OPMALIMOHHbBIX CTEHOAX, OPULIMATIBHBIX
WHTEPHET-CAUTAX U APYTUX UHOOPMALIMOHHBIX PECYPCAX
OBLUEOBPA3OBATEJSIbHbLIX OPFAHU3ALIMA U OPTAHOB, OCYLLECTBMSOLWMNX
YNPABJIEHUE B COEPE OEPA30BAHUSA, UHOOPMALIMW O BE3OMACHOM
MOBEAEHUU N UCMOJTIb30BAHUU CETU "MHTEPHET"

OkenepTamu n YneHamu BpemeHrHoit komuccun Coseta Peaepalini no paseuTiio MHHOPMALMOHHOTO 0BLLEeCTBa
B paMKaX BbIMOJIHEHUs pEKOMEHAALMI NapaMeHTCKNX ChyLaHwii "AKTyasibHble Bonpocsl ob6ecneyeHns 6e30nacHocTy
W pa3BuTHsA AeTel B H(HOPMALMOHHOM NPOCTpaHCTBE", KoTopble npolwunu B CoseTe ®eaepauuu 17 anpens 2017 r.,
Gbinu paspaboTaHbl METOANYECKUE PEKOMEHAALMM O PasMELLeHUN Ha WHGOPMAELMOHHBIX CTeHAaX, OhuLnanbHBIX
WHTEpHeT-caliTax U Apyrux MHAOPMALMOHHBIX pecypcax 0bLweobpasoBaTeNibHbIX OpraHu3auuii 1 OpraHos,
OCyLLeCTBNSIOWMX YNpaBreHne B cchepe ob6pasoBaHus, nHbopmaLmm o 6e30nacHOM NOBEAEHUN U UCTIONb30BAHUU CETH
"UHTepHeT" (nanee - MeToagMYeCKkue pekoMeHaaLmm).

MeToauyeckue pekoMeHOaLUMM HanpaBlieHbl Ha KayecTBEHHOE MOBbIUEHNE YPOBHA WHOPMALMOHHOM
AesATenbHOCTU  06Le06pa3oBaTenbHbIXOPraHu3auuii 1 OpraHos, OCYLLECTBNALWMX ynpaBneHne B cdepe
06pa3oBaHus, B 4acTu WHOPMUPOBAHMUA YYALLMXCH, UX POAMUTENeN (3aKOHHbIX MPEeCTaBUTENeN) U NEeAarornyecknx
paboTHNKOB 06 OCHOBHBbIX acnekTax UH(OPMaLMOHHOK 6e30macHoCTH.

MeToauyeckue pekoMeHAaLmMm1 NO3BONAT 06LLe06pasoBaTebHbIM OpraH13aLmMaM 1 OpraHaM, OCYLLECTBASIOWMM
ynpasiieHue B cpepe 06pa3oBaHus, akTyannsupoBaTb YXe UCMOSb3yeMble U pasMelieHHble UH(OPMALMOHHbIE
matepuarbl, TaK 1 MOArOTOBUTb UX B CIly4ae UX OTCYTCTBUA C YHETOM AyYLUWX NMPaKTUK U peKoOMeHaaLmi.

B pamkax meToanueckix pekoMeHaLmii paccMaTpuBalTea creaylolme WHCTPYMEHTbI:

1. MIHOPMaLIMOHHbIE CTEHLBI;

2. ohmumanbHble UHTEPHET-PECYPChI;

3. cpeacTeBa MaccoBoit MHgOPMaLMK (LUKOSbHbIE ra3eTbl, NeAarorniyeckne N3gaHus u opyruve).

MHdopmaumnoHHble cTeHab!

Ha nHdbopmaLmoHHbIX CTeHAax B 06LLe06pasoBaTesbHbIX OpraHn3aLmsax, PacroNoXeHHbIX B thoiie yupexaeHni u
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B kabuHeTaX, OCHaLLEHHbIX MEepCOHaNbHbIMU YCTPONCTBAMU OIS BbIXOAA B CeTb "MIHTepHeT", pekomeHpyeTcA

PasMecTuTb WH(OPMALMOHHbIE NaMATKW, COfEpXallye OCHOBHbIe COBEThl MO OBecreueHnio UHHOPMALMOHHOI
6e30nacHOCTM yyaLmxcs.

B npunoxenun N 1 Kk meTogmyecknm pekomMeHAauusM npenctasrieH obpasel, NaMATKW AN pa3MeLleHus Ha
MHOPMALIMOHHBIX CTEHAAX.

CpencTtBa MaccoBoit MHhOpMaLumn

B cpeacteax MaccoBoi MHopMaLI1, OPUEHTUPOBAHHbIX HA 0BYHaIOLLNXCS, PEKOMEH/YETCS B TeUeHne yueBHoro
rofia perynsapHo ny6nnkosaTb NHPOPMALIMOHHbIE MaTepuasbl, MOCBALLEHHbIE OTAENbHbLIM acneKTam MHOPMaLMOHHOM
6e3onacHoCTy, a Takke pasnuyHble NamsaTku obLero xapakTepa.

B cpefcTBax MaccoBoi MHGOPMALINN, OPUEHTUPOBAHHbBIX HA NEAArOrMYEecKyio OBLLIECTBEHHOCTb, PEKOMEHAYeTCs
B TEYeHWe KaneH4apHOro roga perynspHo ny6nukoBatb WHGOPMaLMOHHbIE MaTepuanbl, NOCBALEHHbIE OTAEMbHbLIM
acnekTam UHOpMaLMOHHO 6€30MaCcHOCTH Kak HECOBEPLUEHHOMETHUX, TaK 1 06L1e06pa3oBaTenbHbIX OpraHu3aLii, a
TaKXe pasfiMyHble NamsaTku, 0630pbl HOPMATUBHO-NPABOBOTO PErysMpPoOBaHNA OaHHON cdepbl U MHOPMALMIO O
aKTyanbHbIX MepPorpusaTUAX 1 cobbITUSX B AaHHOI cepe.

B xone nposeneHus Eaunoro ypoka no 6esonacHocTy B ceTnt "UHTEpHET" pekoMeHayeTcst 06ecneynTb Bbinyck
TemMaTU4ecKoro Bbinycka CpefcTBa MaccoBon MHdopmauun nnbo cepun ny6nukauuit, Cpean KOTOpbIX PacCMOTPETb

OpraHu3oBaHHble MeponpuaTUa Ana oby4alolMXCsi, UX POAUTENei (3aKOHHLIX MpeacTaBuTeneil) U rnefarornyeckon
06LLEeCTBEHHOCTH.

OdmumansHeie UHTepHeT-pecypcbl
O6u.|,e06paaoBaTeanb|M OpraHu3aunaM pPeKOMEHAYeTCA Ha CBOUX  OoduuManbHbIX MHTepHeT-pecypcax

obecneunTb  (DYHKLMOHMPOBAHUE CaMOCTOSITENIBHOTO W CMELManu3upoBaHHoro pasgena  "MHgopMauuoHHas
BesonacHoCTb", B paMkax KOTOPOro NpeflyCMOTPeTb pasmelleHie crieaytolueil nHdopmaLum:

N Paspen/noppasnen dopmaT npeacTaBneHus CopepxaHve maTepuasnos
mMaTepuanos

1: JlokanbHble Konuu fokymeHTOB B Pa3meluatoTcs konum AOKYMEHTOB, T.€.
HOpMaTuBHbIe akTbl B | hopmaTe *PDF CKaHUPOBAHHbI BAapUaHT AOKYMEHTa,
cepe obecneveHuns COOTBETCTBYOLLMI Tpe6OBaHUAM K
MHOPMaLIMOHHO rnapameTpam CKaHUpoBaHUs.
6e3onacHoCTM Pa3meLlatoTca [OKYMEHTDI,
obyuatoLyxca perfnameHTUpYyoLLe OpraHn3auuio u

paboTy ¢ nepcoHasnbHbIMU AAHHbIMY,
nnaHbl MeponpusTuii no obecneyeHunto
MHbopMaLMOHHON 6e30nacHOCTU
obyuatowuxcs u gpyrue.

2. HopmatusHoe Konun fokymMeHToB B My6nnKyroTCs akTyarnbHble CBeAEHMUA O
perynuposaHue dopmaTe *PDF henepanbHbIX U pernoHanbHbIX 3aKOHaXx,
M1UCbMax OpraHoB BNacTu v Apyrue
HOPMaTWUBHO-NPaBOBbIE [OKYMEHTbI,
pernameHTupytoLme obecneyeHune
MHOPMaLIMOHHON 6e30nacHOCTH
HecoBepLUeHHoneTHUX. [lonyckaetca
BMECTO KOMnui pasmMeLllatb runepccbisiku
Ha COOTBETCTBYIOLUMNE AOKYMEHTbI Ha
CcauTax opraHos rocyp,apCTBeHHoﬁ BnacTu.

3. Meparoruyeckum TeKcT Ha cTpaHuue PasmeluatoTca meToanyeckue
paboTHMKam caita peKoMeHaaumun 1 ykasbiBaeTcs
Konuu fokyMeHTOB B VHMOpMaLMsi 0 MEPONPUATUSX, MPOeKTax
topmare *PDF 1 nporpaMmmax, HanpasfieHHbIX Ha
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NoBbILLEHNe UHDOPMALIMOHHON

FPaMOTHOCTU Nefarornyecknx paGOTHMKOB.

4. O6yyatoLmmcs

TeKcT Ha CTpaHuLe
cainTa

PaameluaeTcs MHhopmaLMoHHas namsaTka
(npunoxenne N 2) 1 ykasbiBaeTcsi
MHGOpMaLIMA 0 MeponpUATUAX, MPOEKTax
1 NporpaMmax, HanpaBsJieHHbIX Ha
noBbllleHne NHHoPMaLMOHHOM
rpaMoTHOCTM 0ByyatoLLMXCS.

obyyatoLmxcs

5. Poputensam (3akoHHbIM | TEKCT Ha CTpaHuue
npeacraBuTensm) caiita

Pa3meLlaetcs nHdopMaLmMoHHas namsTka
(npunoxexue N 3).

caiiTbl

6. [Hetckue GesonacHble | TeKCT Ha CTpaHuLe

canTta

Pa3mellaetcs nHdopmaums o
PEKOMEHYEMbIX K MCMONb30BaHUIO B
yyeBHoM npouecce 6e30nacHbIX caiiTax,
6aHHepbl 6e30nacHbIX ETCKUX CaToB.

OpraHam, ocylecTBAsAWMUM ynpaBreHne B cdepe 06pa3oBaHns, PEKOMEHIyeTCa Ha CBOMX OuLnanbHbIX
CaMOCTOATENbHOrO U CMeuManuM3MpoBaHHOrO  pasgena
"ViHhopmaLmoHHan 6e30nacHOCTb", B pamMkax KOTOPOro NpefycMOoTpeTh pasMellieHmne creayiollel nHopMaLmu:

WHTepHeT-pecypcax

obecneunTtb  hyHKLMOHNUPOBaHNE
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ITAMSITKA
AL OBYYAIOIUXCST Ob TH®OPMAIIMOHHO BE30IIACHOCTH

JETENA
HEJIb3S]

1. BeeM nozpsizi coo6mmath CBOkO 4acTHY 0 HHMOPMALIKIO (HacTosiye uMs, haMUIIuIo,
Tene(oH, anpec, HoMep IIKOJbL, & Takke GoTorpadyu CBOH, CBOeH CeMBH I Ipy3en);

2. OTKpEIBATH BIOXKEHHBIE HANTBI STeKTPOHHON I0YTHL, KOTTIa He 3HACIIE OTIIPABUTEIIS;
3. I'pyOuTE, NIPUAMPATECS, OKA3EIBATE JABIEHHE - BECTH ce0s HEBEXKITHBO U arpeccHBHO;

4. He pacnopsixalicst neHbramu TBoel ceMbl 6e3 pasperienust CTapIINX - BCeTa CpalinBai
poauteneii;

5. He Berpeuwalics ¢ VIHTepHeT-3HAaKOMBIME B PeanbHON KU3HU - IIOCOBETYHCS €O
B3POCIJIBIM, KOTOPOMY [OBEPSIELLb.

OCTOPOXXHO

1. He Bce numyt npasy. Yuraews o cebe Henpasay B WuTtepuere - coobiu 06 3TOM
CBOUM POJUTENISAM HIIH OTIEKyHAaM;

2. [IpuramaroT nepenvcsBaThCs, UTPaTh, 0OMEHUBATHCS - IIPOBEPB, HET JIU IT0J[BOXA,;
3. HesakonHOe kommpoBaHue (aiiios B ViHTepHETE - BOPOBCTEO;

4. Bcema paccxa3L1BaI‘/’1 B3POCJIBIM O Hpo6neMax B C€TH - OHHU BCEraa noMoryT,

Vicions3yit HacTpoiKK 6e30MACHOCTH U IPHBATHOCTH, YTOGH! HE IIOTEPSTH CBOM AKKAYHTHI B
COLICETSAX U APYTUX MMOPTAI

MOJXHO

1. YBaxkal pyrux mons3oBaTesei;
2. [lone3yenibes: IHTEpHET-UCTOYHUKOM - fenail CCBUIKY Ha HEro;
3. OTKpEIBak TOIBKO T€ CCHLIKH, B KOTOPBIX YBEpEH;

4. Ob1wIaThCS 32 TOMOIIBIO B3POCIIBIM - POTHTENTH, OTIEKYHbI 1 aJIMAHUCTpALXs CalTOB Bceraa
IIOMOTYT;

5. llporinu oByueHue Ha calite "CeTeBHYOK" 1 [0y 49U TACIOPT HAPPOBOTO rpaxxaaHuHal
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Mpunoxexue N 2

WHO®OPMALIMOHHAS MAMATKA
015 OBYYAIOLLMXCA AN PASMELLEHUA
HA O®ULINATIBHBIX UHTEPHET-PECYPCAX

C kaxpbim roAoM MOJIOLAEXWN B UHTEPHETE CTaHOBUTLCH 60ﬂbLLle, a LWKOJIbHUKN OOHU U3 CaMbIX aKTUBHbIX
nonb3oBaTenen PyHETa. Mexny TEM, MOMUMO OrPOMHOTO KOJIMYECTBa BO3MOXHOCTEW, UHTEPHET HECET U I'IpOGJ'IGMbI.
Ota namATKa foJ1XHa noMoyb Tebe 6e3onacHo HaxoAuTbCA B CETU.

KomnbloTepHble BUpYChI

KoMmboTepHbIit BUPYC - 3TO Pa3HOBUAHOCTL KOMMbIOTEPHBLIX NPOrpamMm, OTANYUTENbHON 0COBEHHOCTLIO KoTOpOW
ABNIAETCS CMOCOBHOCTL K pa3MHOXeHMo. B [jononiHeHne K 3TOMy, BUpYCbl MOFYT MOBPEAMTb WM MOSIHOCTbIO
YHUYTOXUTB BCe (haisibl U AaHHbIE, MOAKOHTPOSIbHbIE MOMb30BATEN0, OT MMEHM KOTOpOro Bbinia 3anylleHa 3apaxeHHas
nporpamma, a Takxe noBpefuTb UMW AaXe YHUHYTOXWUTb OnepauMoHHYl CUCTeMy CO Bcemu aiinamu B Lenom. B
BonbLMHCTBE CryYaeB pacnpoCTPaHSIITCS BUPYChl Yepe3 UHTEPHET.

MeTopapl 3aWuThl OT BPEA0HOCHbIX NporpamMm:

1. Micnonbayit coBpeMeHHbIe OnepaLnoHHble CUCTEMBI, UMEIOLLME CepbeaHblii ypOBEHb 3aLLUMTLI OT BPEAOHOCHBIX
nporpamMwm;

2. MocTosaHHO ycTaHaBRMBal NayuTv (LMdpPOBbIE 3annaTki, KOTOPble aBTOMAaTUYECKU yCTaHaBNNBAITCA C Lienbio
£0paboTKu nporpamMmbl) U Apyriie 0GHOBIEHUS CBOEl OnepaLMOHHON CUCTeMbI. CKauMBail UX TONMbKO C ouLmanbHoro
caiita paspa6otunka OC. Ecnu cyLecTByeT pexum aBToMaT4eckoro o6HOBREHMS, BKIKOYMN ET0;

3. Pabortail Ha CBoeM KOMMblOTEpe Mof NpaBamy MONb30BaTens, a He agMuHuCTpaTopa. OTO He MO3BONUT
GOMbLIMHCTBY BPEAOHOCHbIX NPOrpaMM MHCTaNIMPOBATLCSA Ha TBOEM NEepCOHaNbHOM KOMMbIOTEPE;

4. Vicnonbayit aHTUBMPYCHble MpOrpaMMHble MPOAYKTbI M3BECTHbIX MPOM3BOAWTENEN, C aBTOMATUYECKUM
oBHoBNEeHNEM 6a3;

9. OrpaHunyb hnanyeckmnii fOCTYN K KOMMbIOTEPY Ass MOCTOPOHHMX L,

6. Wcnonb3yii BHeLHWe HOCUTENN MHAhOpMaLMK, Takue Kak chneLuka, AMCK Ui chaiin 3 MHTepHeTa, TOMbKO U3
NMPOBEPEHHbLIX MCTOYHUKOB; .

7. He oTKpbIBait KOMMNbIOTEPHbIE (haiisibl, NOSTyYeHHbIE N3 HEeHaAEXHbIX UCTOUYHMKOB. [laxe Te chaiinbl, KoTOpble
npucnan TBOit 3HaKOMbIi. JlyyLlie yTOYHN Y HEro, OTNPaBAAN Nu OH Tebe uX.

Cetu WI-FI

Wi-Fi - T0 He BWA nepefaun [aHHbIX, HE TEXHOMOMMSA, @ BCEro Nuilb GpeHa, mapka. Ewe B 1991 roay
HuaepnaHpckan Komnaxus 3apeructpuposana 6pera "WECA', yto o6osHauano crnosocodetanne "Wireless Fidelity"
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KOTOPpbIil nepeBoauTCSs Kak "6ecnpoBoHas TOYHOCTL".

Lo Hawero Bpemenn pfowna ppyras a66pesBuaTypa, KoTopasi SBNSIETCA TaKol Xe TexHomoruei. ITo
ab6pesuatypa "Wi-Fi". Takoe Ha3BaHue Gblo JaHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOI TexHMKM Hi-Fi, uto B
nepeBo/ie 03HavaeT "BbICOKas TOYHOCTL".

[Oa, 6ecnnatHbIi VHTEPHET-0CTYN B Kae, 0TENAX 1 adponopTax sABMISETCS OTIMYHON BO3MOXHOCTbIO BbIXOAa B
MHTEpHeT. Ho MHOrne akcnepThbl cuuTaloT, 4To obLienocTynHble Wi-Fi ceTn He sBnaioTcs 6e3onacHbIMM.

Cosertbl no 6e3onacHocTU paboTbl B 06L1ea0CTyNHbIX ceTax Wi-fi:

1. He nepepnasaii cBoto nuuHyio nHopmaLumio Yepes obLiegoctynHbie Wi-Fi ceT. PaboTtas B HUX, XenaTenbHo
He BBOAWUTb Naponv [oCcTyna, JIOrnHbl U Kakne-T1o Homepa;

2. Wcnonb3yit U 06HOBMAN aHTUBMPYCHbIE Nporpammbl U GpaHaMayep. TeM cambiM Thl o6esonacuiub cebs oT
3aKayky BUpyCa Ha TBOe YCTPOMCTBO;

3. MNpu ucnonbzosanun Wi-Fi oTknioun dyHkumio "O6wmit goctyn K dainnam u npuntepam”. OaHHas dyHKUMA
3aKpbITa N0 yMON4YaHuto, 0AHaKo HEKOTOPbIe NoNb30BaTeNn akTUBMPYIOT ee ANls yao6CcTBa UCNONb30BaHus B paboTe
unu yyebe;

4. He ucnonb3ayii ny6nuyunelii WI-FI ans nepefauu nuUHbIX 4aHHbIX, HAMpUMep AJ1s BbIXOAA B CoLMarbHble CeTu
UNU B SNEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonbko 3aluyileHHoe coefuHenne yepe3 HTTPS, a He HTTP, T.e. npu Ha6ope Be6-aapeca BBOAM
umeHHo "https:/";

6. B mobunbHoM TenedoHe oTkiouM yHKumio "TMogkmouenne k Wi-Fi aBTomatudecku". He ponyckaii
aBTOMAaTMYECKOro NoAKIoYeHus ycTpoiicTea k cetsim Wi-Fi 6e3 TBoero cornacus.

CouuanbHble cetu

CoumanbHble ceTU akTUBHO BXOAAT B HALUy XW3Hb, MHOTME JIlOAM paboTaloT U XUBYT TaM MOCTOSAHHO, a B
Facebook yxe 3apeructpupoBaH Munnmapg Yenosek, YTo ABAAETCA OHON CefbMOI BCEX XuTesneit nnaHetsl. MHorve
nonb3oBaTeNnin He NMOHWMAIOT, YTO MHMOPMALMSA, pa3MelleHHas UMK B couMasbHbIX CETAX, MOXeT ObiTb HalaeHa
UCMOJIb30BaHa KEM YrOJHO, B TOM YuCne He 06A3aTenbHO ¢ 6narumMm HamepeHusaMm.

OcHoBHble coBeTbI N0 6€30MacHOCTU B COLMarbHbIX CETAX:
1. Orpannyb cnucok Apyseii. Y Te6s B Apy3bsiX HE LOMIKHO BbITh CyYailHbIX 1 HE3HAKOMbIX JTI0AE;
2. 3awmuiani cBot HacTHYI0 X1U3Hb. He ykasbiBaii naponu, TenedoHbl, aapeca, AaTy TBOEro pOXAEHNUS 1 APYTyIo

MUYHYI0 MHDOPMaLMO. 3M0YMbILINEHHUKU MOTYT UCMOMb30BaTh Aaxe UH(OPMaLMio O TOM, Kak Tbl U TBOU pOAUTENU
nnaHupyeTe NPOBECTU KaHUKYIIbI;

3. 3awuwail cCBOI penyTauuio - AEpXU ee B YUCTOTE M 3agasait cebe Bonpoc: xoTen 6bl Tbl, 4TOBbI Apyrue
nonb3oBaTenu BUAENH, YTO Thi 3arpyxaelub? MNogymail, npexpae Yem YTo-To onybnmMkoBaTh, HaNMCaTb W 3arpy3nTb;

4. Ecnu Tbl roBopuvllb C JIIOAbMU, KOTOPbIX HE 3Haellb, He VICl'IOJ'IbByI7I CBO€ peaJyibHOoe UMA N OPYryro JINYHYIO
VIHq)OpMaLlMM: UMA, MeCTO XUTeNnbCTBa, MECTO y‘-le6b| u npoyee;

5. WN3berait pasmellenns doTorpacpuit B UHTepHeTe, raoe Tbl n3o6paxeH Ha MECTHOCTW, MO KOTOPO# MOXHO
ONpenenuTb TBOE MECTOMOSIOXEHNE,;

6. lMpu peructpaumn B coumanbHoMi CeTM HeoBGXOLUMO MCMOMbL30BaTh CHOXHbIE Naponu, coctoslime U3 Gyks u
LMp U C KOSIMYECTBOM 3HAKOB He MeHee 8;

7. [Ina coumanbHoii ceTu, NoYTbI U APYrUX CAaUTOB HEOBXOAMMO MCMOJIb30BaTh pasHble naponu. Toraa ecnv Tebs
B3JIOMAH0T, TO 3710y MbILUNIEHHUKM NOMy4aT AOCTYN TONIbKO K OAHOMY MECTY, @ He BO BCe Cpasy.

OneKTPOHHbIE AeHbIU
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OneKTPOHHbIE IeHbIU - 3TO OYEHb yu06Hb|I7I cnocob nnaTexein, o4HaKo CyLWeCTBYHT MOLLUEHHUKU, KOTOPbIE XOTAT
nony4nTb 3TU OEHbIU.

SﬂeKTpOHHbIe AEHbIM NOABUNCL COBCEM HEL@BHO U MMEHHO U3-3a 3TOr0 BO MHOIMMX rocyfapcreax o cux nop He
NPONKUCaHOo NPo HMUX B 3aKOHax.

B Poccuu xe oHu prHKLLVIOHMpy}OT 1 O HUX yXe NponucaHo B 3aKoHe, rae WX pa3fensaioT Ha HECKOMbKO BU/OB -
aHOHUMHbIE U HE aHOHUMHbIE. Pa3HMU,a B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX pa3peLuaeTcs NPOBOAUTb onepauumn
6e3 naeHTuduKauumn nonb3oBarersns, a B HEAHOHUMHbIX UAEHTUMKaLUS NoNb30BaTeNa ABAAETCA 06sa3aTeNbHON.

Takxe crieflyeT pasnnyaTh SNMeKTPOHHbIE haTHbIE ieHbIM (PaBHbI FOCYAaPCTBEHHBIM BASITaM) U ONIEKTPOHHbIE
HedpUaTHbIe AeHbM (He PaBHbI FOCYAAPCTBEHHLIM BasloTam). :

OcHoBHble coBeTbl N0 6e30macHoi paboTe ¢ 9NeKTPOHHLIMU AeHbraMu:

1. TpuBsixu K cueTy MOBUMbHBIN TenedoH. OTo camblii yAoBHbIA U BbICTPLIA CNOCO6 BOCCTAHOBUTH [ocTyn K
cuety. lpuBA3aHHbIA TenedoH NoMoXeT, ecnu 3abyfellb CBON MNaTeXHbli Naponb WM 3aidellb Ha CailT ¢
HE3HaKoMOro yCTpOIACTBa;

2. Wcnombayit opHopasosble naponu. ocne nepexofa Ha ycuieHHylo aBTopusaumio Tebe yxe He Gyget
YrpoxaTb OMacHOCTb KpaXu uiiv nepexsaTa nnaTexHoro naposs;

3. BbiBepu crioxHblii naponk. MpecTynHukam 6yaeT He NPOCTO yrafaTh CROXHbI Naponk. HagexHble naponm -
9TO Naponu, KOTopble CofepXaT He MeHee 8 3HaKOB U BKIOYAKT B cebf CTPOYHble U NponucHble GyKBbI, LUMMPbI 1
HECKOJ1bKO CMBOJIOB, TaKu1e Kak 3HaK gonnapa, yHTa, BOCKNNLAaTeNnbHbIil 3Hak v T.n. Hanpumep, $tROng!;;

4. He BBOAM CBOVM NMYHbIE JaHHbIE Ha CaliTax, KOTOPbIM He AoBepsellb.

OnekTpoHHas noyta

aﬂeKTpOHHaﬂ noyrTa - 3TO TEXHONOorna un npenocraBnaemMblie e ycnyru no nepecbuike u NONYYEHUIO SANEKTPOHHbIX
COO6LLEHMIA, KOTOpblEe PacnpeaensiioTCs B KOMMbIOTEPHONH ceTu. OBbIYHO 3MEKTPOHHbIN MOYTOBbIN LMK BbIFASAUT
cnepylowmnM o6pasom: MMSA_Monb3oBaTeNa@UMs_filoMeHa. Takke KpoMe nepefauu NpocToro TeKCcTa, MMEeTcs
BO3MOXHOCTb nepeaaBatb ainbl.

OcHoBHble coBeTbl o 6e3onacHoi paboTe C 3NeKTPOHHO MOYTON:

1. Hapo Bbi6paTh npaBumbHbIil MOYTOBbIN CepBUC. B MHTEPHETE €CTh OrPOMHBIiT BbIBOP GeCnNaTHBIX MOYTOBbIX
CepBUCOB, OAIHAKO JlyyLle JOBEepsATb TEM, KOTO 3Haellb U KTO NepBblil B pEiTUHTE;

2. He ykasblIBaii B nUUHOI NouTe NUUYHY MHopMaumio. Hanpumep, nyulue BoI6paTh "My3blkarnbHbIi_haHaT@"
vnu "pok2013" BmecTo "Temald";

3. Vcnonbayit ABYX3TarHyo aBTopusaunio. 3To KOrfa NOMUMO Maposisi HYXHO BBOAUTL KOZ, MPUCHII@eMbIl Mo
SMS;

4. Bblbepu CnoxHblit naponb. [Ins KaX[oro noyYToBOro SALUMKA [ONXEH GbiTb CBOM HaAEXHbIN, YCTONYMBLIN K
B3/TOMY Naporib;

5. Ecnv ecTb BOBMOXHOCTb HanucaTtb caMOMy CBOW JINYHbIN BOMpPOC, ucnosn b3y|7l 3TY BO3MOXHOCTb;

6. Vcronb3yit HECKONMLKO MOYTOBbIX ALMKOB. MepBblit AN YacTHOI Mepenucku ¢ agpecaTamit, KOTOPbIM Thbl
AoBepsiellb. 3TO SNEKTPOHHbIN aApec He HAAo UCMONbL30BaTh NpU perucTpaumnn Ha hopymax u caiTax;

7. He oTkpeiBaii chaiinbl n Apyrue BNOXEHNs B NUCbMaX, faXe eCv OHU MPULLAY OT TBOMX Apy3ei. JTyulue yTouHu
Y HUX, OTNpaBnsAnu N1 oHu Tebe 3T daiinsbl;

8. MNocne okoHYaHUA paboTbl Ha MOYTOBOM CEPBUCE Nepef 3aKpbITUEM BKNAKN C CaiTOM He 3aby/b HaxaTb Ha
"Bbitn".
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Kn6epOynnuHr unu BupTyansHoe nsneBaTenbCTBO

KnGepGynnuHr - npecnefosaHue cooGLIEHNSIMU, COREpXaluMMU OCKOPGNIeHUs:, arpeccuio, 3anyrusaxue;
XyNUraHcTBo; colnanbHoe 60/KOTUPOBAHME C MOMOLLbIO Pa3iNyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo GopbGe ¢ KnbepGynnHroM:

1. He Bpocaiica B Goii. Jlyuiwmit cnoco6: nocoBeToBaThLCA Kak cebsi BeCTU W, €CNn HeT TOoro, K KOMy MOXHO
06paTuTLCSH, TO BHaYase yCnoKouTbCs. ECnu Tbl HAUHELLb OTBEYATh OCKOPBIEHUSMM Ha OCKOP6IIeHus, TO TOMbKO elle
6ornblue pasoxXeLlb KOHMMNKT;

2. Ynpasnsii cBoeil kuGeppenyTaupeir;
3. AHOHUMHOCTb B ceTn MHUMas!. CyLLECTBYIOT COCOBbI BbISICHUTb, KTO CTOUT 3@ aHOHUMHbIM aKKayHTOM;

4. He cTout BeCTM xynuraHckuii o6pas BUPTyamnbHO XU3HW. VIHTEpHET (uKCUpyeT Bce TBOM AeCTBUS W
COXpaHsIeT UX. Yaanutb ux 6yfeT kpaiiHe 3aTpynHUTENbHO;

5. Cobniopaii CBOIO BUPTYaribHY0 YeCTb CMONOAY;

6. VirHopupyii eanHnyHbIi HeraTns. OfHOPa30Bble 0CKOPGUTENbHbIE COOBLLEHNS ny4we urHopupoaTtb. O6bI4HO
arpeccus npekpallaeTca Ha HavyanbHol cTaauu;

7. bax arpeccopa. B nporpammax o6MeHa MrHOBEHHbIMU COOBLLEHUSIMM, B COLMATbHBIX CETAX €CTb BO3MOXHOCTb
B1OKMPOBKYM 0TNPaBKM COOGLUEHNUI C ONpeeneHHbIX afpecos:

8. Ecnm Tbl cupetens knbepbynnutra. TBou AeACTBIS: BBICTYNUTb NPOTUB NPECefloBaTeNs, NoKasaTh eMy, YTo
ero [efiCTBUS OLEHUBAIOTCA HEeraTUBHO, NOALEPXaTb XepTBY, KOTOPOil HyXHa MCUXONOrNYEcKas MOMOLLb, COOBILMTL
B3pPOCIibiM O cbaKTe arpeccmBHOro noBegeHus B cCeTu.

MoGunbHbIii TernedoH

COBpeMeHHbIe CMapT(OHbI U NNaHLWWEeTbI copepxart B cebe BnonHe B3pOCHbIin (,byHKLWIOHaﬂ, M TENnepb OHM MOTyT
KOHKYp1poBaTh CO CTaLlMOHapHbIMU KOMMbIOTEPaMU. OpnHako, CPeACTB 3auThl A5 NOA06HBIX yCTpOVlCTB NoKa o4YeHb

marno. TecTupoBaHue 1 NoucK Ysi3BUMOCTEN B HUX MPOUCXOANT He TaK MHTEHCUBHO, Kak ans MK, To xe camoe KacaeTcs
1 MOBMMbBHBIX MPUTOXEHWIA.

COBpeMeHHbIe MOobuUnbHble 6payaepb| yXe npakTU4eCKn AorHanu HacToSIbHble aHafiorn, ogHako pacluupeHune
qDyHKLWIOHaJ'Ia BfieyeT 3a cobon GOﬂbLUle CINOXHOCTb U MEHbLUY 3aLNLLEHHOCTb.

[Haneko He BCe NpPOU3BOAMTENU BbIMYCKAKT OGHOBIEHMUS, 3aKpbiBaloLne KpUTUYECKUE YA3BUMOCTU ANA CBOUX
YCTPOWCTB.

OcHoBHble coBeTbl Ans 6830MacHOCTU MOBUTLHOTO TenedoHa:

Huyero He saiBnseTca no-HacTosLemy 6ecnnaTHbIM. Byllb OCTOpOXeH, BeAb Koraa Tebe npegnarakrT 6ecnnaTHblii
KOHTEHT, B HEM MOryT 6bITb CKPbITbl KAKWEe-TO NiiaTHble YCyru;

Hymait, npexnae 4em otnpaeuts SMS, hoTo UK BUAEO. Thi TOYHO 3HaELL, FAe OHU GyayT B KOHEUHOM UTOrE?
Heobxoa1mo 06HOBIIATL OMepaLMOHHY0 CUCTEMY TBOEro CMapTdhoHa;

Vicnionbayit aHTUBMPYCHbIEe MporpaMMbl ANt MOGUITbHBIX TeNethoHOB;

He 3arpy>ait npunoxeHus oT HEN3BECTHOTO UCTOYHMKE, BEAb OHU MOTYT COflepXaTb BPeZOHOCHOE NMPOrpaMMHOe
obecneyeHue;

Mocne Toro Kak Tbl BblfifieLb C caiiTa, rAe BBOAUI IUYHYI0 MHCOPMALMIO, 3aiii1 B HACTpolku Gpay3epa 1 yaanu
cookies;
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Mepuopuyeckn NpoBepsit, Kakue NNaTHsIe YCyru aKTUBUPOBaHbI Ha TBOEM HOMEDE;
[aBait cBoi HoMep MOBUIbHOIO TenedoHa TONbKO JIIOAAM, KOTOPbIX Thl 3HaELLb 1 KOMY A0BEPSELLb;
Bluetooth fiomkeH BbITb BbIKNIOYEH, KOTAA Thl UM He nonb3yelubcs. He 3abbiBaii MHOrAa NPOBEPATH 3TO.

Online urpbi

CoBpemeHHbIe OHNaNH-UrPbl - 9TO KPacoUHble, 3aXBaThbIBALME PA3BReyYeHMs, 06beNHSAIOWLME COTHU ThICSY
4eJIoBEK Mo BCeMy MUpy. Mrpoku uccrenyioT faHHbii UM Mup, obLiaioTcs Apyr C APYroM, BbINOSHAIT 3amaHus,
CpaxaroTcsa C MOHCTPaMu 1 NMOMyYaloT OnbIT. 3a yA0BOMNLCTBIME OHU NAATAT: NOKYNAT ANUCK, ONMauuBaoT aBoHEMeHT
unm npuobpeTarT Kakue-To onLum.

Bce atn CpeAacTsa uayT Ha nogaepXxaHue u passutne 1rpbl, a Takxe Ha camy 6e30MacHOCTb: COBEPLUEHCTBYIOTCSA

CUCTEMbI aBTOPU3ALINM, BbIMYCKAIOTCA HOBBIE NaTuy (LMPOBLIE 3aMnaTkin 475 NPOrpaMm), 3aKpbIBakTCs YI3BUMOCTH
CepBepoB.

B nopo6HbIx Urpax CTOUT onacaTbCs He CTOJIbKO CBOUX COMEPHUKOB, CKOSbKO KpaXu TBOero naposs, Ha KoOTopom
OCHOBaHa cucTeMa aBTopu3auum 6oMbLUNHCTBA urp.

OCHOBHbIE COBETbI M0 6e3onacHocTu TBOEro NrpoBOro akKayHTa:
1. Ecnu apyroii urpok BeAeT ce6a Mioxo unu cospaeT Tebe HenpUATHOCTH, 3aGIIOKUPYii 610 B CIICKE UrPOKOB;

2. I'onanyﬁcg aAMWHUCTpaTOpaM Urpbl Ha NI0X0e NoBeAeHne 3TOro UrpokKa, XenatesbHO NPUOXUTb Kakne-T1o
[0Ka3aTesibCTBa B BUE CKPUHOB;

3. He yka3bIBail I4HYt0 MHGOpMaLMio B npodaitne urpsl;
4. YBaxai Apyrx y4acTHUKOB M0 Urpe;

5. He yctaHaBnuBaii HeoduLanbHbIe naTum 1 Mogbi;

6. Mcnonb3yii crioxXHble U pasHble naponu;

7. [axe BO BpeMs Urpbl He CTOUT OTKITIOaTb aHTUBUPYC. [oKa Thi UTPaeLLib, TBO KOMMbIOTED MOTyT 3apasuThb.

DUWKUHT unu Kpaxa NuU4HbIX AaHHbIX

OBbI14HOI KpaXeit AeHer 1 AOKYMEHTOB CErOAHSI YXe HUKOTO HE YANBHLLb, HO C PA3BUTUEM UHTEPHET-TEXHOMOM A
3M0YMbILUNIEHHNKN NMepEMECTUSTMCL B MHTEPHET, U MPOLOMXAaT 3aHUMaTLCS "NoBUMbIM" [efoM.

Tak nosBMNach HOBas Yrpo3a: MHTEPHET-MOLIEHHUYECTBA UM (DULLNHT, TaBHasi Lefb KOTOPOro COCTOMT B
nony4eHnn KOHUAEHLMANbHBLIX AaHHBIX MOSIb30BaTenei - NOTMHOB U naponeil. Ha aHrnuiickom ssbike phishing
unTaeTcs Kak duiuHr (o fishing - ppibHas noens, password - naponb)

OcHoBHble coBeTbl N0 6opb6e ¢ ULLNHIOM:

1. Crneayn 3a ceoum akkayHToM. ECniv Tbi Nopo3peBaelub, YTO TBOS aHKeTa 6bina B3NOMaHa, TO HeoBXOAMMO
3a6r1okMpoBaTk ee 1 COoBLMTL aAMUHUCTPaTOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Vcnonb3yii 6e3onacHble Be6G-caiiTbl, B TOM yuce, VHTEPHEeT-Mara3vnHoB 1 NMOUCKOBLIX CUCTEM;

3. Vcnonbayi cnoxHble v pasHble napony. Takum 06pa3om, ecnu Te6st B3NOMaioT, To 3M10YMBbILLIEHHUKM NOyYaT
AOCTYN TONbKO K 0AHOMY TBOEMY NPOUIII0 B CETH, @ HE KO BCEM;

4. Ecnv Teb5 B3nomanu, To He06X0ANMMO NpeaynpenuTh BCEX CBOMX 3HAKOMbIX, KoTopble fo6aBeHbl y Te6s B

APy3bsiX, 0 TOM, 4TO Tebs B3fIOManu W, BO3MOXHO, OT TBOErO WMEHU 6yneT paccbinatbCs CraM W CCbIIKU Ha
ULLIKMHrOBbIE CaliThl;
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5. YcraHoBu HaziexHbI naposb (PIN) Ha MoOGUNbHBIN TenedoH;
6. OTKnouM coxpaHeHune napons s 6paysepe;

7. He oTkpbiBait haitsibl U APpYrue BOXEHWUs B TUCbMaXx, AaXe €CIW OHU MPULLKW OT TBOWX [py3eil. JlyyLue yTouHu
Y HUX, OTNpaensnu nu oln Tebe aTn dainol.

Lucdposas penyraums

LincbpoBas penyTaums - 3TO HeraTUBHasl WM No3uTueHas uHopmaums B cetu o Tebe. KomnpomeTupyouias
MHOPMAaLIMA, pa3MeLLeHHas B UHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTpa3uTbCA Ha TBOEN pearibHON XU3HU.
"Lincpposas penyTaums" - 970 TBOWN UMUIX, KOTOPbI hopmupyeTcs U3 nHcopmaLmumn o Tebe B MHTEpHeTe.

TBOE MECTO XUTENbCTBA, yuebbl, TBOE (PUHAHCOBOE NONIOXEHNE, OCOBEHHOCTY XapaKTepa 1 pacckasbl 0 6lIM3KNX
- BCE 3TO HaKamnnMBaeTCs B CETH.

MHorve noapoCTKM NErKOMbICIIEHHO OTHOCATCSA K Ny6nukaunn nuuHon nHdopmaumu B VIHTepHeTe, He NoHuMas
BO3MOXHbIX MOCNEACTBWIl. Thl faxe He CMOXELUb [oragaTthCsi O TOM, YTo oTorpadus, pasmelleHHas 5 neT Hasag,
cTana npu4uHoii oTKasa NpuHaTL Tebsa Ha paboTy.

KommMeHTapuu, pasmeLLeHne TBoux doTorpaduii u apyrne AeicTBns MOryT HE UCHE3HYTb AaXe MOoche Toro, Kak
Tbl UX yAanuwb. Tbl He 3Haellb, KTO COXpaHWn 3Ty MHQOpMauuio, rnornana i OHa B MOUCKOBbIE CUCTEMbI W
COXpaHWNach N OHa, a rNaBHoe: YTO MoaymalT o TeGe OKpyXalolive NoAW, KOTopble HaigyT U yBUAAT T0. Haiitu
MH(ONMALMIO MHOTO JIET CMYCTS CMOXET Nto6oiA - Kak 13 [o6pbIx NOBYXAEHNiA, Tak 1 C HaMepeHUeM NpUYNHUTL Bpep.
370 MOXET BbITb KTO YTrOAHO.

OCHOBHbIE COBETbI M0 3aLuuTe LMGPOBOI penyTaumi:
1. MonyMaii, npexze Yem 4To-To Ny6MKoBaTh U NepeaasaThb y ceba B 6110re nn B coLnasnbHo ceTu;

2. B HacTpoiikax npocuns yCTaHOBW OrpaHNYEHs Ha MPOCMOTP TBOETo NMPOMUIIA 1 ero COAePXMMOro, caena
€ero Tosibko "ansa ppysen”;

3. He pa3melwaii 1 He ykasbisail HOPMAaLWIO, KOTOpas MOXET KOro-inGo ockopBnaTe unn obuxats.

ABTOpCKOE npaBo

. CoBpEMEHHbIE LLKOIbHUKM - aKTUBHbIE Mosib30BaTeny LdpoBoro npocrpaHcTea. OgHaKo Laneko He BCe 3HalOT,
YTO MOJSIb30BaHNEe MHOrMMU BO3MOXHOCTAMU IJ,MCppOBOI'O Mupa Tpe6yeT COGJ‘I}OAGHME npaB Ha NHTEeNNeKTyallbHYo
COBCTBEHHOCTb.

TepMuH "MHTennekTyanbHas CO6CTBEHHOCTL" OTHOCUTCA K PasfinyHbiM TBOPEHUSIM YEJI0BEYECKOro yMa, HauuHasa
C HOBbIX U306pETEHUt U 3HAKOB, 0603HAYAKOLNX COBCTBEHHOCTb Ha MPOAYKTbI U YCIYrW, W 3aKaHunBas KHUramu,
doTorpaduaMmn, KNHOPUNLMaMMN U My3blKarnbHbIMU NPOU3BEAEHNUAMY.

ABTOpCKUE MpaBa - 3TO NpaBa Ha WHTENNeKTyaNbHyl0 COBCTBEHHOCTb Ha MpPoW3BedeHUst Hayku, nutepaTypbl u
“cKyccTBa. ABTOPCKUE NpaBa BbICTYNaloT B KAYECTBE rapaHTM TOro, YTO MHTENNEeKTyallbHbIA/TBOPYECKUI TPy, aBTOpa
He ByaeT HanpacHbIM, JacT eMy CrpaBeAnMBble BO3MOXHOCTM 3apaboTaTh Ha pe3yfibTaTax cBoero Tpyaa, nofy4unTb
U3BECTHOCTb U Mpu3HaHue. HukTo Ge3 paspelleHWs aBTOpa He MOXeT BOCMpPOW3BOAWTL €ro nponsseneHue,
PacnpOCTPaHATb, MyBNNYHO AEMOHCTPUPOBATh, NPOAABaTH, UMMNOPTUPOBATh, MYCKaTb B MPOKAT, Ny6HMYHO UCTONHAT,
NOKa3bIBaTb/UCMONHATL B 3hupe unmn pa3melath B IHTepHeTe.

Mcnonb3oBaHue "nupatckoro” nporpaMmHoro obecrneyeHns MOXeT NpUBECTU K MHOTUM pucKam: OT notepu

AaHHBIX K TBOUM aKKayHTam A0 6J'IOKVI|DOBKVI TBOEro yCTpOVICTBa, rae yCTaHoBEeHa HenerasnbHasa nporpaMmma. He cTout
Takxe 3abbIBaTh, UTO CYLLIECTBYIOT NierajibHble U GecnnaTtHble nporpaMmmbl, KOTOPbI€ MOXHO HaWTu B CETH.

O noprane

CeTeBUYOK.pd - TBOWA rNaBHbIN COBETUUK B CETU. 3[ECH Thl MOXELLb Y3HaTb O 6e30MacHOCTU B CETU MOHATHLIM U
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[OCTYNHBIM A3bIKOM, @ PU BO3HUKHOBEHMM KPUTUYECKOI CUTYaLMu 06paTUTLCS 3@ COBETOM. A Takke NpUHATL yyacTue
B KOHKYpCaX 4 CTaTb CaMbIM LMEPOBLIM rpaxgaHuHom!

Mpunoxexune N 3

NAMATKA NS POOUTENEN OB UHOOPMALIMOHHOW BE3OMACHOCTU JETEMN

OnpepeneHne TepmuHa "MHOpMaLMOHHas 6Ge3onacHoCTb AeTeit" copepxutcs B defepanbHOM 3aKoHE N
436-®3 "O sawute AeTedl oT WHOPMALMM, MPUUMHSIOWLEN Bpes WX 300POBbI0 M Pa3BUTUI", PErynupYIOLLUM
OTHOLLIEHUS, CBA3aHHbIE C 3alUMTON AeTeil OT MHGOPMaLUK, NPUUMHSIOWLEN Bpel UX 3[0POBbI0 U (MNKU) pasBUTUIO.
CornacHo AaHHOMY 3aKoHY "MHOPMaLMOHHAs Ge30MacHOCTb AeTeil" - 9TO COCTOSIHNE 3aLLMLLEHHOCTH, NPU KOTOPOM
OTCYTCTBYeT PUCK, CBA3@HHbIN C NpuYMHeHMeM uHdopmMauuell Bpefa WX 300poBbl0 W (Unn) uanyeckomy,
NCUXN4EeCKoMy, LYXOBHOMY, HDABCTBEHHOMY pa3BUTUIO.

B cuny ®epepanbHoro 3akoHa N 436-03 nHdopmaLmeit, NpuUMHsIOWEN Bpes 3LOPOBbi0 U (UnK) pasBUTUIO
neTeil, apnsercs:

1. nHdopmauws, 3anpeLUeHHas Ans pacnpocTpaHeHus cpeam neTen;
2. nHdopMaLus, pacnpocTpaHeHe KOTopoii OrpaHyeHo Cpean AeTel onpeaeneHHbIX BO3PaCTHbIX KaTeropuil.
3. K undpopmauum, 3anpeLLeHHoit Ans pacnpocTpaHeHus cpeam AeTen, OTHOCUTCA:

4. wHdopmauua, nobyxaaowan AeTeil K COBepLIEHUIO AENCTBUIA, NPEeACTaBNAOWMX Yrpo3y UX XU3HU U (Mnn)
3/0POBbIO, B T.4. MPUHUHEHNIO Bpeaa CBOEMY 3[0pPOBbI0, CAMOYBUIACTBY;

5. CnocoBHOCTL BbI3BaTL y fleTeil XenaHue ynoTpebuTb HApKOTUYECKUE CPEACTBa, MCUXOTPOMHbIe U (Uan)

oJlypMaHuBaioLLye BeLlecTBa, TabayHble nsgenus, anKkoronbHy 1 cnuptocogepXxatlyto NpoayKuuto, MMBO N HAMUTKK,

U3roTaBnnBaeMbie Ha ero OCHOBeE; MPUHSATb y4acTue B a3apTHbIX Urpax, 3aHUMaTbCA ﬂpOCTVITyLlVIeVI, 6pOIJ.F|)KH n4yecTtsomMm
mun l'lOl'IpOLUaVIHquCTBOM;

6. obocHoBblBaloWaa UK onpaBAbiBaloLlLias AOMNYCTUMOCTb HACKAMA U (UK) XECTOKoCTM nubo nobyxaarowan
OCYLLECTBAATh HACUMLCTBEHHbIE [Ae/CTBUS MO OTHOLLEHMUIO K JIOAAM U XUBOTHbIM;

7. oTpuuaiollan cemeliHble LIEHHOCTU W hopMUpYIOLLas HeyBaXeHne K poauTenam u (Wau) ApYruM ufieHam
cembi;

8. onpaepbiBatoLLas NPOTUBONPABHOE MOBEAEHNE;

9. copepxallas HeLleH3ypHyto 6paHb;

10. copepxalLast MHhopMaLMio NopHOrpatuYecKoro xapakTepa.

K unchopmaumm, pacnpoctpaHeHne KOTOpOI OrpaHnieHo cpeam AeTel onpeaesieHHOro Bo3pacTa, OTHOCUTCS:

1. uHopmaums, npeacTasnsiemas B BuAe M306GPaXEHWUS U OMUCAHUS XECTOKOCTU, (PUINYECKOro U (1)
NCUXUYECKOr0 HAacKUInA, NPECTYNEHUA U MHOTO aHTUOBLLECTBEHHOTO AEiCTBUS;

2. BbI3bIBaIOWAA y AeTel CTpax, yXac Ui NaHuky, B T.4. NpeLcTasisemMas B BUAe N306paxeHus Unu onucaHus B
YHUXalOLeA YenoBeyecKoe [OCTOMHCTBO (DOPME HEHACUNbCTBEHHOM CMepTH, 3aborneBaHus, camoyBUCTBa,
HEeCc4acTHOro cnyvas, asapum unu katactpodbl 1 (Unn) UX NOCNEACTBUN;

3. npeacTasnsemas B BUAE U306paxeHnst UNn ONUCaHNS NMOSOBbIX OTHOLLEHNI MEX/Y MYXUYMHON 1 XEHLLNHON;

4. copepxallas 6paHHble CrioBa U BbIpaXeHWs!, He OTHOCSLLMECH K HELLeH3YpHOII BpaHu.
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C yueTtom aToro Bam npegnaratotcs npasuna paboTbl B CETU VIHTEPHET ANs pa3nnyHbIX BO3PaCTHbIX KaTeropui,
cob6roieHne KOTopbIX NO3BONUT 06ecneunTs MHOPMaLMOoHHY0 6e30MacHOCTb BaLLUX AeTell.

O6Gwume npasuna ans poautenen

1. HesaBucumo ot Bo3pacta pebeHka ucnonb3yiTe nporpaMmHoe obecrieyenune, nomorawouee uiibTpoBaTe U

KOHTPONMpOBaTh UHGOPMaLMIO, HO He rNofiaraifTech NOMIHOCTLIO Ha Hero. Balle BHUMaHue K peGeHkKy - rnaBHbIi MeTof,
3aLUMTLI.

2. Ecnn Baw pebeHOK uMeeT aKkayHT Ha OLHOM M3 couuanbHbix cepeucoB (Livedournal, blogs.mail.ru,

vkontakte.ru v T.n.), BHUMATESIbHO M3yuuTe, KaKyt MHOPMaLMio MOMELLAIT €ro Y4YacTHUKM B CBOMX MpPOouiax u
6norax, BKnovas dotorpacun u BUAEO.

3. MNpoBepbTe, C KaKUMU ApYrUMU caliTamy CBA3aH couumanbHblil cepeuc Bawero pebenka. CTpaHuuku Baluero
peberka MoryT 6bITb 6€30MacHbIMU, HO MOTYT U COLEPXaTb CCbIIKU Ha HeXenaTesbHble 1 OnacHble CaiiTbl (Hanpumep,
NOPHOCANT, UMK CaliT, Ha KOTOPOM APYT YNOMUHAET HOMep coToBOro TenedoHa Baluero pebexka unu Baw gomaluHui
afipec)

4. Moowpsitte Bawwux peteit coobwatb 060 BCEM CTPaHHOM MM OTTasIKMBalOLWEM W He CITULLKOM OCTpo
pearvpyiiTe, KOrja OHU 9TO AenaloT (M3-3a OnaceHus MoTepsiTb JOCTYN K VIHTEpHeTY AeTW He roBopsAT poauTensm o
npo6JiemMax, a Takxe MOryT HayaTb UCMOoNb30BaTb VIHTEPHET BHE AOMa W LLKOSbI).

5. byobTe B Kypce ceTeBoii Xu3Hu Balwero pebeHka. VIHTepecyiitecb, KTO nx Apy3ba B VIHTEpHET TakK Xe, Kak
UHTEepecyeTech peanbHbIMU APY3bsSMU.

BospacTt ot 7 o 8 ner

B WHTepHeTe peBeHOK cTapaeTcs MOCEeTUTb Te WM WHble CalTbl, @ BO3MOXHO W 4aTbl, paspelleHue Ha
rnocelleHe KOTOpPbIX OH He moslyyun 6bl oT popuTeneit. MoaToMy poauTensM ocobeHHO nonesHbl GyayT Te OTuYeTbl,
KOTOpbIe NPefOCTABAAIOTCA NPOrpaMMamit Mo OrpaHUYEHNI0 UCMIONb30BaHNSA VIHTepHeTa, T.e. POaNTENbCKUA KOHTPOSb
WK TO, YTO Bbl CMOXETe YBUAETL BO BPEMEHHbIX (haiinax. B pesynbTate, y pebeHka He ByaeT OLLyLeHNs, YTO 3a HUM
BE[IETCA MOCTOSIHHbIA KOHTPONb, OAHAKO, poauTeny ByayT no-npexHemy 3HaTb, Kakue caiiTbl noceliaet ux peGeHoK.
[leTv B naHHOM BO3pacTe 0611a4aloT CUIbHLIM YYBCTBOM CEMbW, OHU [JOBEPUMBbI 1 HE COMHEBAIOTCS B aBTOpUTETaX.

OHu NMI0BAT UrpaThb B CETEBbIE UrPbI 1 NYTELIECTBOBATH M0 VIHTEPHETY, UCTONb3YS 3MEKTPOHHY0 NOYTY, 3aX0AUTb Ha
CailTbl 1 YaTbl, HE PEKOMEHAOBAHHbIE POAUTENAMN.

CoBeTbl No 6e3onacHocTy B ceTv VIHTepHeT ans feteit 7 - 8 net

1. Co3paaiiTe CNMCOK AOMALLHUX NPaBun noceLleHns MHTepHeTa npu ydacTuu aeteii v TpebyiiTe ero BbINoiHEHUS.

2. Tpebyiite oT Bawero peGeHka COGMIOAEHUS BPEMEHHbIX HOPM HaxOXAEHUA 3a KOMMbloTepoM. [okaxuTe
pebexky, 4To Bbl HabniogaeTe 3a HUM He MOTOMY 4YTO Bam 970 XxoueTcs, a noTtomy 4To Bbl Becriokontech o ero

6e30MacHOCTM 1 BCeraa roToBbl eMy NoMOYb.

3. KomnbloTep C MOAKMoYeHnemM K MHTEpHeTy [oNXeH HaxoguTbCcA B O6Lien KOMHaTte mnof npucMOTpOM
poauTeneil.

4. Vicnonb3yiiTe cneuuanbHblie AeTCKUe NMOUCKOBbIE MaLLUHbI.

5. Wcnonb3yiite cpeacTtsa GNOKMPOBaHUS HeXEenaTeNbHOro KOHTEHTa Kak [OMOfIHEHWe K CTaHAapTHOMY
Poau efbCKOMY KOHTPOSIO.

6. Cospalite cemMeliHblil 3NeKTPOHHbIN ALK, YTOBbI He NO3BOMNUTL AETAM UMETb COBCTBEHHbIE aapeca.

7. BnokupyitTe poctyn K caiitam c 6ecnnaTHbIMM MOYTOBbIMM ALIMKAMMU C MOMOLLbIO COOTBETCTBYIOLLErO
nporpamMmmMHoro obecneveHus.

8. Mpuyuute fmeTeit coBeToBaThCA C Bamu nepepn ony6nukoBaHWeM Kakoi-nmbo nHgopmauuu cpeacTsamu
3MEKTPOHHOIA MOYTbI, YaTOB, PEMUCTPALMOHHBIX (hopM 1 npodunen.
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9. Hayuute aeTeit He 3arpyxatb thaitnibl, NporpamMmbl Unn My3biky 6e3 BaLLEro cornacus.
10. He paspeLuaiite geTaM UCNONb30BaTh CHyX6bl MIHOBEHHOTO 06MeHa COO0BLLEHUAMU.
11. B "6enblii" cnncok caiitos, paspeLLeHHbIX 4ns nocelleHns, BHOCUTE TOMbKO CaiiTbl C XOPOLUEN penyTaumeil.

12. He 3abbiBaiite 6eceposaTh ¢ feTbMU 06 UX Apysbax B IHTepHeTe, kak ecnu Gbl peyb Wna O APy3bAX B
peasnibHON XnU3Hu.

13. He penaiite "raby" u3 BonpocoB MonoBoil XM3HM, Tak kak B MHTepHeTe petw MOTYT JIerko HaTKHYTbCSl Ha
MopHerpaduio unm caiitbl "ana B3pocnbIx".

14. Mpuyuute Balwero pebeHka coobliaT BaM 0 NBLIX Yrposax wau TpeBorax, CBsi3aHHbIX C VIHTepHeToM.
OcTaBaiiTeCb COKO#HbIMU M HaMOMHUTE AETAM, YTO OHM B GE30MACHOCTH, ECAIM Cami pacckasann BaM O CBOMX
TpeBsorax. [NoxsanuTe ux n NOCOBETYITE NOLJONTH eLue pa3 B MOAOBHbIX Cryyasix.

BospacT geteit ot 9 fo 12 ner

B paHHOM BO3pacTe ieTH, Kak Npasuiio, yXe HachblllaHbl O TOM, KaKas VHopMaLus cylecTsyeT B MIHTEpHeTe.,
CoBepLueHHO HOpMarbHO, YTO OHM XOTAT 3TO YBUAET, MPOYECTb, yCrbiWwaTk. [1pn 3TOM HYXHO NOMHUTb, YTO LOCTYN K
HeXenaTesbHbIM MaTepuasiaM MOXHO JIETKO 3a6/10KMpoBaTh Npy NOMOLLY CPEACTB POANTENLCKOTO KOHTPOSIS.

Cosertbl no 6e3onacHocTy ans aeteit ot 9 o 12 net

1. CospaliiTe cncok AOMaLLHUX NpaBuUn nocelueHus VIHTEpHeT Npyu yuacTum feTei u TpebyiiTe ero BbINOHEHUS.

2. Tpebyiite oT Baluero peGeHka CoBII0AEHNA HOPM HAaXOXAEHMUA 3a KOMMbIOTEPOM.

3. Habniopaiite 3a pebeHkom npu paGoTe 3a KOMMbIOTEPOM, MOKaXUTe eMmy, YTo Bbl BECTIOKOUTECH O ero
6e30nacHOCTY 1 BCETAa roTOBbI OKa3aTb eMy MOMOLLb.

4. KomnbloTep C nofkntoyeHueM B VIHTEpHET [OOMXeH HaXoAuTbcs B oblueil KoMHaTe mnog NPUCMOTPOM
poputeneii.

5. Wcnonb3yitte cpenctBa 6rOKMPOBaHUS HEXENATENbHOMO KOHTEHTA KaK [IOMOSHEHUE K CTaHAapTHOMY
PoauTenbckoMy KOHTpoto.

6. He 3abbiBaliTe NpUHUMATh HEMOCPELCTBEHHOE yyacTue B Xu3HN pebeHka, GecenosaTb C A€TbMU 06 uX
Apy3bsax B IHTepHeTe,

_7. HacrausaiiTe, 4ToBbl AETN HNKOTA@ HE COrMNaLLAnuCh Ha JIMYHbIE BCTPEUMN C APY3bAMM N0 VIHTEPHETY.
8. [NosBonaiiTe feTAM 3aX0AUTb TONLKO Ha CalTbl U3 "6eNoro" cnncka, KOTopbIi Co3AaliTe BMECTE C HUMM.
9. lMNpuyunTe AeTell HUKOrAa He BblAABATb NIMUHYIO MHOPMALMIO CPEACTBAMMU SIEKTPOHHON MOYThI, YaToB,

CUCTEM MrHOBEHHOro oBMeHa COOBLLEeHUSMU, PErUCTPaLMOHHbIX HOPM, MMUYHLIX Npoduneid U Npu perucTpauun Ha
KOHKYpCbl B IHTEpHETE.

10. Mpuyunte feteit He 3arpyxatb nporpamMmbl Ge3 Balwero paspelueHus. O6bACHATE UM, YTO OHU MOTYT
Cly4aitHo 3arpy3nTb BUPYCbl UKW iPYroe HexenaTeNbHoe nporpammHoe obecnedeHue.

11. Co3paiite Balemy pe6eHKy orpaHUYeHHYI0 YYETHYH 3anuch s paboTbl Ha KOMMbOTEpe.

12. TMpuyunte Balero peberka coobliaTtb Bam O Ni0GbIX yrpo3ax WM TpeBorax, CBsi3aHHbIX C VIHTepHeToM.
HanomHuTte fetam, uto oHu B 6€30MacHOCTU, ecnu camn pacckasasni Bam O CBOUX TPEBOrax U OnaceHusx.

"13. PacckaxuTe 4eTsIM 0 nopHorpacuu B iHTepHeTe.

14. Hacrausaiite Ha ToM, 4TOGbI AeTU NPefoCTaBAsAiM BaM AOCTYN K CBOEN 3MEKTPOHHOI mouTe, YTobbl Bbl
ybenunuch, YTo OHM He O6LLAITCA C HE3HAKOMLAMM.
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15. O6bACHUTE AeTAM, YTO HENb3A UCMOMNbL30BATbL CETh NS XyNUraHCTBa, PacpOCTPaHeHMs CriieTeH U Yrpos.

BospacT neteii ot 13 fo 17 ner

B 9TOM BO3pacTe NOAPOCTKM aKTUBHO MCMOSb3YIOT MOUCKOBbIE MalLMHbI, MOMbL3YIOTCA SMEKTPOHHOI MOYTON,
Cnyx6am1 MrHOBEHHOTO O6MeHa COOBLEHNAIMY, CKaUMBAIOT My3bIKy U (pUbMbI. Manbuvkam B 3TOM BO3pacTe GonbLue
Mo HpaBy CMeTaTb BCE OrpaHnyeHus, O XaxayT rpyGoro oMopa, a3apTHbIX Urp, KApTUHOK "Ans B3pocrbIX". [leBouKH

NpeAnounTaloT o6LaThCA B YaTax, Npy STOM OHU ropasfo Gosnee YyBCTBUTENbHbI K CeKCyarbHbIM AOMOraTeNbCTBaM B
MHTepHeTe.

3auactyio B AaHHOM BO3pacTe POAMTENSAM yXe BECcbMa CIIOXHO KOHTPONMPOBaTh CBOMX AETell, Tak Kak o6
ViHTepHeTe OHM yXe 3HAIT 3HauNTeNnbHO Gonblue CBOMX popuTeneil. Tem He MeHee, He OTnycKaiiTe aeTeill B
"cBoGofiHoe nnasaHue" no MHTepHeTy. CTapaiiTech akTUBHO y4acTBOBaTh B 06LLeHUn pebeHka B VHTepHeTe.

BaxHo no-npexHemy ctporo cobniofath npasuna VHTepHeT-6e30MacHoCT - CornalleHne Mexay PoauTeNaMu 1
AeTbMU. Kpome Toro, Heo6XoaMMO Kak MOXHO Yallie MpocMaTpusBaTh OTHYeTbl O AeATeNbHOCTU aeTelt B VHTepHeTe.
Crienyet 06paTuTb BHUMaHWe Ha HeOBXOANMOCTb COAEPXaHIUS POAUTENLCKUX Naponeii (naponei aAMUHUCTPATOPOB) B
CTPOrom cekpete 1 06paTUTb BHUMAHUE Ha CTPOTOCTb 3TUX Naponei.

CoseTbl no 6e3onacHocTH B 3TOM Bo3pacTe oT 13 1o 17 net

1. CospaiiTe CnMCOK [OMAlUHMX NpaBUri MocelleHuss VHTepHeTa npu yd4acTuu NOAPOCTKOB M Tpebyiite
6e3ycnoBHOro ero BbinonHeHus. O6roBopuTe C peGEHKOM CMMCOK 3arpeLieHHbIX CaiToB ("4epHblil CnUcok"), yackl
pa6oTbl B IHTepHeTe, pyKOBOACTBO MO O6LLEHUI0 B VIHTEpHETe (B TOM Yucrie B yaTax).

2. KomnbtoTep ¢ NoakiioyYeHnem K ceTn VIHTEpPHET AONXEH HAaXOAUTLCA B 0BLLEN KOMHATE.

3. He 3a6biBaiiTe 6ecenoBaThb ¢ A€TbMU 06 UX APY3bsX B VIHTEPHETE, O TOM, YEM OHU 3aHATLI TAKUM 06pasoMm,
6ynTo peyb AET 0 ApY3bsiX B peanbHoi Xu3Hu. CripalumsaiiTe o NoAsax, C KOTOpbIMU AT 06LLaI0TCs MOCPECTBOM
CryX6 MrHOBEHHOr0 06MeHa CooBLLEHUAMU, YTOBbI YBEAUTLCA, YTO 3TU II0AN UM 3HAKOMbI.

4. Wcnonb3ayiite cpeactBa 6GMOKMPOBAHUA HEXENaTeNbHOrO KOHTEHTa KaK [AOMOSIHEHWE K CTaHhapTHOMY
PopauTtenbckoMy KOHTponio.

5. Heobxoanmo 3HaTb, Kakumu yatamu nonb3yrotes Baww getu. TMoolwpsiiTe Ucnosnb3oBaHne MOAEPUPYEMbIX
4aToE W HacTauBalTe, 4ToObl 1eTh He 06Lanuch B NpUBaTHOM pexume.

6. HacransaitTe Ha ToM, 4TODbI 1€TU HUKOT}@ HE BCTPEYASIUCH JINYHO C APY3bAMMU U3 CETU MIHTEpHET.

7. MNpuyuuTe aeTeit He BbIAABaTb CBOKO NINYHYHO MHCOPMALMIO CPEACTBAMU SIEKTPOHHOI NOYTbI, YaTOB, CUCTEM

MrHOBEHHOro 06MeHa CoobLLEeHNAMY, PerucTpaLMOoHHbIX hOpPM, INYHBIX MPOUiei 1 Npu PerucTpaLmm Ha KOHKYpCbl B
WHTepHeTe.

8. lMpuyunuTe petein He 3arpyxaTb nporpammbl 6e3 Bawero paspewenus. O6bACHUTE UM, YTO OHU MOTYT
CIyyalHo 3arpy3uTb BUPYChI UMK ipYroe HexenaTesbHoe nporpaMMHoe obecrneveHue.

9. Mpuyuute Bawero pebeHka coobLiaTb BaM O JIOObIX Yrpo3ax WM Tpesorax, CBA3aHHbIX C MHTepHeToM.
HanomHute petam, 4to oHn B 6€30NacHOCTM, ecnn camu pacckasanu BaMm, 0 CBOMX yrpo3ax unu Tpesorax. [loxeanute
UX 1 NOCOBETYINTE NOAONTH eLle pas B Nofo6HbIX cryyasx.

10. PacckaxuTe aeTaAM 0 nopHorpadun B iHTepHeTe. MoMorute UM 3alLUMTUTLCA OT criama. HayuuTe NoapoCTKOB
He BblgaBaTb B MHTepHeTe CBOEro peasibHOro 3JIeKTPOHHOro ajgpeca, He OTBeYaTb Ha HexenaTelnbHble NucbMa U
UCMOMb30BaTh CNELMasbHbIE NOYTOBbIE PUNLTPLI.

11. MpuyuuTe cebsi 3HAKOMUTLCS C CaliTaMu, KOTOPbIe NOCELLaoT NOAPOCTKY.

12. Hayuute peteit yBaxaTb ApYruX B UHTEpHeTe. YGeAMTECh, YTO OHW 3HAKT O TOM, YTO MpaBUa XOPOLLEro
noBefieHNs Ae/CTBYIOT BE3/E - laxXe B BUPTYaSIbHOM MUPE.
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13. O6bAcHuTE AEeTAM, YTO HU B KOEM Cly4ae Helb34 UCNOoMb30BaTh CeTb ans XynuraHcTBea, pacrnpocTtpaHeHna
CnNeTeH unu yrpos Apyrum niogsam.

14. ObcyauTe ¢ noApocTKaMu NpobrieMbl CETEBbLIX a3aPTHBIX UIP W X BO3MOXHbIN pUck. HanomuuTe, uto aetu He
MOTYT Urpath B 3TW Urpbl COTNMAacHO 3aKOoHy.

MocTosiHHO KOHTponupyiiTe ucnonb3oBaHue MHTepHeTa Bawunm pebeHkom! OTo He HapylueHue ero fMYHoro
NPOCTPaHCTBa, @ Mepa NpefoCTOPOXHOCTMU U NposiBNieHNe Baluei poauTenbCKoi OTBETCTBEHHOCTYU U 3a60Thl.
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